UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM
PHUONG DUY TIEN Poc 1ap - Tw do - Hanh phuc

S6: 61/UBND-VHXH

Duy Tién, ngay 10 thang 4 nam 2026

KE HOACH
Bdo dim an ninh mang, bao mat thong tin va an ninh dir li¢u
trong hé thong chinh tri trén dia ban phudng Duy Tién

Thuc hién Ké hoach s6 100/KH-UBND ngay 01 thang 4 nim 2026 cta Uy
ban nhan dan tinh Ninh Binh vé Béo dam an ninh mang, bdo mat thong tin va an
ninh dir li€u trong h¢ théng chinh tri trén dia ban tinh Ninh Binh. Uy ban nhan
dan phuong Duy Tién ban hanh Ké hoach Bio dam an ninh mang, bao mat thong
tin va an ninh dir liéu trong hé théng chinh tri trén dia ban phuong Duy Tién, cu
thé nhu sau:

I. MUC TIEU, YEU CAU
1. Muc tiéu chung

T6 chtc trién khai dong bd cac bién phap nham bao dam an ninh mang, an
toan thong tin, bao mat dir li€u trong hoat dong ctuia hé théng chinh tri cép
phuong; nang cao nang luc phong thu, chu dong phong ngtra, phat hién va xu 1y
kip thoi cac nguy co mat an toan thong tin, gop phan bao vé dit liéu phuc vu cong
tac quan Iy nha nude va chuyén doi sd.

2. Muc tiéu cu thé

- Hoan thanh viéc ra soat, danh gia tong thé hé thong thong tin, thiét bi, dit
liéu trong pham vi quan ly.

- 100% hé thong thong tin thudc pham vi quan 1y dugc phan loai va phé
duyé¢t cap do an toan thong tin theo quy dinh.

- 100% can bg, cong chuc, vién chic dugc tuyén truyén, tap huan kién
thire, k¥ ndng bao dam an toan thong tin.

- Xay dung va ban hanh phuong 4n Gng ctru sy ¢d an ninh mang d6i véi
cac h¢ thong thong tin.

- Timg budc trién khai mo hinh bao dam an toan thong tin “4 16p” trong
pham vi di€u ki€n ctia phuong.

- Tang cuong ky luat, ky cuong trong quan 1y nha nudc vé an ninh mang;
thuc hién qudan tri an ninh mang dua trén danh gia rai ro, tuan thu tiéu chuén, quy
chuan k¥ thuat. Uu tién, khuyén khich st dung dich vy an ninh mang “Make in
Vietnam” chiém ti trong trén 50%.

- Thiic day Gmg dung cic cong nghé tién tién nhu tri tué nhan tao, phan tich
dir 1i€u 16n, gidm sat thong minh dé phat hién sém va xur 1y kip thoi cac moi de
doa mang. Chuyén doi sang mo6 hinh phong thu chu dong, cac giai phap ma hoa
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hién dai phuc vu bao vé dit li€u quan trong, dir li€u bi mat va giao dich cua Nha
nudc. Khuyén khich nghién clru, phat trién va lam cha cac cong ngh¢ an ninh
mang thé hé¢ mai.

3. Yéu cau:

- Bam sat cac dinh hudng chi dao trong K& hoach sb6 04-KH/BCDTW cua
Ban Chi dao Trung uwong va Ké hoach s6 100/KH-UBND cua UBND tinh Ninh
Binh; bao dam phu hop diéu kién cua phuong.

- Phan cong nhi€ém vu theo phuong cham “6 r6”: R0 ngudi, ro viéc, 10 thoi
gian, r0 trach nhiém, o san pham, rd tham quyén.

- Gan trach nhiém ngudi ding dau véi két qua bao dam an ninh mang, bao
mat thong tin va an ninh dit li€u; coi day la ti€u chi quan trong trong danh gia,
quy hoach, bd nhiém can bd lanh dao, quan ly cac cap.

- Thuong xuyén don ddc, kiém tra, giam sat, kip thoi phat hién, thdo go cac
kho khan, vudng mac trong qua trinh thuc hién

II. CAC NHIEM VU, GIAI PHAP
1. Tang cwong cong tac lanh dao, chi dao

Uy ban nhan dan phudng to chtrc quan triét ddy du cac chil truong, quy
dinh cua Pang, Nha nudc, huéng dan cua tinh vé bao dam an ninh mang; dua ndi
dung ndy vao chuong trinh cong tic hing nim. Nguoi dung dau co quan, don vi
chiu trach nhiém truc tiép néu dé xay ra mat an toan thong tin, dac bi¢t 1a 10 bi
mat nha nudc do nguyén nhan chu quan.

2. Ra soat, danh gia an toan hé thong thong tin; khic phuc 16 hong,
ung curu su co

- Ra soat, danh gia tong thé vé an ninh mang, bao mat thong tin va an ninh
dir liéu doi voi hé thong thong tin, co s dit li€u, nguon nhan lyc thudc pham vi
quan ly

- Ra soat, danh gia tong thé vé an ninh mang, bao mat thong tin va an ninh
dir li€u do1 véi hé thong thong tin, co s¢ dit ligu, nguén nhan lyc thudc pham vi
quan ly

- Xay dung hd so, trinh cdp c6 thdm quyén phé duyét cip do an toan hé
thong thong tin va trién khai day du phuong dn bao ddm an toan thong tin theo ho
so da phé duy¢t doi voi toan bd cac h¢ thong thong tin truc tiep quan ly, van
hanh.

+ Ddi voi cac hé théng thong tin va ha téng hién dang str dung, thuc hién ra
soat, danh gia va hoan thién hd so phé duyét cip do an toan thong tin theo dung
quy dinh.

+ Dbi v6i ha tang va cac hé hdng thong tin sé trién khai trong thoi gian t6i
budc phai thuc hién phé duyét cép do an toan thong tin trudc khi dua vao van
hanh chinh thirc. Pdng thoi, trién khai cac giai phap gidam sat, bao dam an ninh
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mang, bao mat thong tin, an ninh dit liéu cho cac hé théng thong tin trong pham
vi quan ly.

- Thuc hién sao Iuu dir li€u dinh ky; xay dung phuong an ing ctru su cb an
ninh mang cho tung h¢ thong thong tin thudc pham vi quan ly.

- Binh ky ra soat, cap nhat, danh gia lai hé théng khi c6 thay doi.
3. Trién khai mé hinh bio dam an toan thong tin “4 16p”

Trong pham vi diéu kién cua phuong, trién khai moé hinh bao dam an toan
thong tin “4 16p” gom:

(1) Luc luong tai chd chiu trach nhiém van hanh, gidm sat va Gmg ctru ban
dau khi su c6 xay ra;

(2) Hé thdng hodc dich vu giam sat 24/7, gitp phat hién sém cac nguy co;

(3) Pon vi doc lap thuc hién kiém tra, danh gia dinh ky dé bao dam khach
quan va minh bach;

(4) Két ndi, chia sé thong tin voi hé thdng giam sat an ninh mang cua tinh.
4. Bao dam an ninh dir liéu

Thuc hién quéan 1y chét ch€ toan bd qua trinh thu thap, luu trit, khai thac va
chia s¢ dit liéu trong pham vi quan 1y, bao dam tuan thi dung tham quyén, ding
muc dich st dung va cac quy dinh cua phap luat vé bao vé dir liéu va bi mat nha
nuéc; dong thoi té chirc phan quyén truy cap dir liéu theo chirc nang, nhiém vu
clia timg ca nhan, bd phan, bao dam nguyén tic kiém soat truy cap, han ché tdi da
viéc truy cap trai phép hodc vuot thim quyeén.

Chu dong 4p dung cac bi¢n phap ky thuat phu hgop nhu ma hoa, sao luu,
bao vé dir lidu quan trong nham phong ngira nguy co mat mat, ro ri thong tin;
kiém soat chit ché viéc sir dung thiét bi, phén mém trong qua trinh xu 1y dir li¢u,
kién quyét khong str dung céc thiét bi, phin mém khong rd ngudn gdc, khong bao
dam an toan thong tin theo quy dinh.

5. Cong tac tuyén truyén, dao tao

- T6 chtic chién dich truyén thong sau rong trén mang xa hoi két hop canh
bao truc ti€p qua nha mang, ngan hang va nén tang so; pho cap ky ndng an toan
sO cho nguoi dan thong qua cac chuong trinh tdp huan cong dong va tai ligu
hudng dan truc tuyén.

- Tang cuong cong tac tuyén truyén, phd bién gido duc phap lut vé bao
dam an ninh mang, bdo mat thong tin va an ninh dir li€u trong co quan, don vi;
giao duc k¥ nang bao v¢ dir liéu cé nhan, phong, chong tdi pham ltra ddo, chiém
doat tai san trén khong gian mang.

6. Bio dam nguon hre

Bao dam ti 1¢€ kinh phi binh quan chi cho céac san phém, dich vu an ninh
mang, bao mat thong tin, an ninh dit li€u dat t61 thi€u 15% trong tong kinh phi
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trién khai dé an, du an, chuong trinh, ké hoach dau tu, Gtng dung, phat trién cong
ngh¢ thong tin, bao dam hiéu qua, ding quy dinh, tranh 1ang phi.

Bdo dam nguon nhan luc an ninh mang, bao mat thong tin va an ninh dit
ligu tai cac co quan, don vi.

7. Cong tac kiém tra, giam sat, bao cao

- Thyc hién béo cdo vé sy cd an ninh mang, an toan thong tin trong vong
24 gid néu xay ra theo Ké hoach sé 79/KH-UBND ngay 15/12/2025 cta Uy ban
nhan dan phuong vé ung phod su c¢b, bao dam an toan thong tin trén dia ban
phuong.

- Pinh ky hing thang bao céo két qua trién khai thyc hién vé Uy ban nhan
dan phuong (qua phong Van hoa — X3 hoi) trudc ngay 20 hang thang.

III. TO CHUC THU'C HIEN
1. Phong Van héa — Xa hoi

Chu tri tham muu Uy ban nhan dan phuong t6 chirc trién khai thue hién Ké
hoach; theo ddi, d6n dbc cac co quan, don vi lién quan trong qua trinh thyc hién,
bao dam tién d6 va chat lugng cac nhiém vu dé ra; dinh ky tong hop, xdy dung
bao céo két qua thuc hién theo quy dinh. Pong thoi, tham muu Uy ban nhan dan
phuong t6 chirc tuyén truyén, phd bién phap luat va tip huin nang cao nhan thic,
ky ndng bdo dam an toan thong tin, an ninh mang cho cén bd, cong chirc, vién
chuc, nguoi lao dong va nguodi dan trén dia ban.

2. Cong an phuwong

La luc lugng nong ¢dt, chu tri tham muu va to chire thuc hién cic nhiém vu
bdo dam an ninh mang trén dia ban; thuong xuyén theo doi, nam tinh hinh, phat
hién sém va canh bao kip thoi cac nguy co, dau hi¢u mat an toan thong tin.

Chu dong phdi hop véi cac co quan chirc ning trong viée xur 1y su ¢d an
ninh mang; dong thoi huéng dan nghiép vy, hd tro chuyén moén cho cac by phan
thugc Uy ban nhan dan phuong trong cong tac bdo ddm an toan thong tin, bdo vé
dir ligu.

3. Cac to dan phd

Phéi hop véi cac co quan, don vi trong cong tac tuyén truyén, phd bién
kién thirc phéap luat va k¥ niang bao dam an toan thong tin, an ninh mang dén timg
ho gia dinh, c4 nhan trén dia ban thong qua cac hinh thirc phu hop, gép phan nang
cao nhan thtrc ctia cong dong vé phong, chdng cac hanh vi vi pham phap luét trén
khong gian mang, bao v€ dit liéu cd nhan va st dung dich vu s6 an toan.

4. Dé nghi cac doanh nghiép vién thong, cong nghé hoat dong trén dia
ban

Phdi hop chit ché véi cac co quan, don vi cia phudng trong viée bao dam
an toan ha téng ky thuat, h¢ théng thong tin va dich vu cung cép cho co quan nha
nudc va ngudi dan; chu dong trién khai cac giai phap k¥ thuat nhdm phong ngira,
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phat hién va xur 1y cic nguy co mat an toan thong tin. Pong thoi, hd trg k¥ thuat
kip thoi khi ¢6 yéu cau, géop phan nang cao hi€u qua cong tic bao dam an ninh
mang, bao mat thong tin va an ninh dir li€u trén dia ban.

5. Cac co quan, don vi, trromg hoc, Tram Y té phwong

Can cu chirc nang, nhiém vu trién khai thuc hién tdt cac noi dung cua Ké
hoach. Tang cudng cong tac tuyén truyén, phd bién gido duc phap luat vé bao
dam an ninh mang, bao mat thong tin va an ninh dir li¢u trong co quan, don vi kip
thdi bao céo cac su ¢d an ninh mang, an toan thong tin theo quy dinh.

6. Trung tam Dich vu sy nghié€p cong phuwong

T6 chirc trién khai cac bién phap bao dam an toan thong tin, an ninh mang
d6i voi hé théng thiét bi cong nghé thong tin, ha ting truyén thanh va cac nén
tang sb phuc vu hoat dong thong tin, tuyén truyén, cac hoat dong van hoa, thé
thao cua phuong.

Phéi hop v6i phong Vin hod — X3 hoi, Cong an phudng va cac co quan,
don vi ¢ lién quan tuyén truyén nang cao nhan thirc vé an toan thong tin, phong,
chdéng cac hanh vi vi pham trén khong gian mang; kip thdi bao cao va tham gia
xtr 1y khi xay ra su ¢6 an ninh mang theo quy dinh.

Trén day la ké hoach bao dam an ninh mang, bao mat thong tin va an ninh
dix liéu trong hé thong chinh tri trén dia ban phuong Duy Tién. Trong qua trinh t6
chtrc thuc hién néu c6 khé khin, vudng mac hodc co kién nghi, dé xuét, dé nghi
cac co quan, don vi kip thoi bao cdo vé UBND phuong (qua Phong Vin héa - Xa
héi) dé duge xem xét, hudng dan, giai quyét./.

Noi nhin: TM. UY BAN NHAN DAN
- Uy ban nhén dén tinh; KT. CHU TICH

- Cong an tinh; A T

- TT bang uy, HDND phuong; PHO CHU TICH

- Lanh dao UBND phuong;

- UBMTTQ Viét Nam phuong;

- Céc t6 chirc chinh tri- xd hoi phudng;
- Cac co quan, don vi thudc phuong;

- Cac t6 dan phd;

- Luu: VT. VHXH.

Bui Dinh Thanh



		2026-04-16T09:40:58+0700


		2026-04-16T14:12:45+0700


		2026-04-16T14:12:45+0700




